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Tém tit: Bai bdo trinh bay giai phdp cong nghé toan dién trong viéc thiét ké va Idp trinh Phan mém
Qudn ly Ho so bai giang dién tir danh riéng cho Truong Pai hoc Phong chay chita chay (PCCC). Xudt phat
tir tinh ddc this vé bdo mdt va sy phurc tap trong cdu triic chuwong trinh dao tao cua khoi truong Cong an nhdn
ddn, nghién cieu da iimg dung kién tric phan 16p (Layered Architecture) théng qua mé hinh MVC trén nén
tang Laravel. Pdc biét, nghién ciru di sdu phan tich kj thudt chudn héa co sé dit liéu va mé hinh quan hé da
hinh (Polymorphic Relationships) nham gidi quyét bai todn phinh to dit liéu (Database Bloat). Céc thudt todn
tw dong héa luong cong viéc da cdp va co ché bdo mdt khép kin ciing dwoc trinh bay chi tiét. Két quad thir
nghiém thuc tién cho thdy hé thong hoat dong on dinh, bdo mdt cao va ddp ing xudt sdc cdc nghiép vu quan
ly dao tao.
Tir khéa: kién triic MVC, co sé dir lieu da hinh, Laravel, phd‘n mém quan ly, dai hoc Cong an nhan dan.
Abstract: This paper presents a comprehensive technological solution for designing and programming
an electronic course file software specifically for the University of Fire Prevention and Fighting. Given the
unique security requirements and the complexity of the training program structure of the People's Public
Security higher educational institutions, the study applies a layered architecture using the MVC model on the
Laravel platform. Specifically, the study delves into the technical analysis of database normalization and
polymorphic relationships to address the problem of database bloat. Multi-level workflow automation
algorithms and a closed-loop security mechanism are also presented in detail. Practical testing results show
that the system operates stably, has high security, and excellently meets the training management
requirements.
Keywords: MVC architecture, polymorphic database, Laravel, management software, People's Police
University.

1. Pit van dé tang dién toan dam may cong cong (Public Cloud), cac
Qua trinh chuyén ddi sé trong cac hoc vién, truong CAND bét budc phai trién khai hé thong cong
trudng COng an nhan dan 1a mot xu thé tit yéu nhung  nghé thong tin trén nén tang mang ndi bo (On-premises)
ciing d6i mat véi nhidu thach thirc gay gt vé co so ha  dé chdng lai cac nguy co 16 lot bi mat nha nudc.
tang va yéu cau bao mat thong tin ndi bo.5 Khac véi cac Tai Trudng Pai hoc PCCC, cong tac quan ly hd
co s& gido duc dan sy c6 thé ty do tng dung cac nén  so bai giang dién tir doi hoi mot hé thdng khong chi
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luu trir tép tin don thudn ma phai boc tach, lién két
sau chudi dir liéu su pham tir cip d6 vi mé (Chuong
trinh dao tao, Hoc phan) dén vi md (Gido an, Tiét
hoc). Dé giai quyét bai toan nay, viéc lya chon mot
kién tric phan mém linh hoat, c6 kha ning mé rong
cao va mot mo hinh co sé dir liéu tdi wu 1a yéu t6 song
con. Bai bao nay phan tich chuyén sau cac quyét dinh
thiét ké ky thuat, tir kién trdc tong thé, ky thuat xu ly
dir liéu da hinh dén thuat toan kiém soat ludng phé
duyét, qua d6 cung cip mot hinh mau tham khao cho
viéc phét trién phan mém tai cac co s dao tao luc
luong vil trang.”

2. Kién truc téng thé va cong nghé nén tang

Muc tiéu bao trim cuaa kién tric 1a thiét 1ap mot
hé thng thong tin tap trung, chiu tai tét va bao tri dé
dang. Hé thong duoc thiét ké tuan thu nghiém ngat
md hinh kién tric phan 16p (Layered Architecture)
thong qua mau thiét k¢ MVC (Model - View -
Controller) két hop vai Tang Dich vu (Service Layer).

Tréi tim cua hé théng phia may cha (Backend)
la ngdn ngi 1ap trinh PHP (phién ban 8.2+) két hop
voi framework Laravel 10.x. Laravel duoc lua chon
nho hé sinh thai bao mat manh mé va céng cu anh xa
dir liecu ORM Eloquent xuat sic. Tang giao dién
(Frontend) su dung Blade Template, Bootstrap 5
(CoreUI) va cac tuong tac ATAX bat dong bo dé tang
trai nghiém nguoi dung.

Diém nhan ky thuat 12 viéc &p dung Tang Dich
vu (Service Layer). Nham tranh hién twong "Fat
Controller" (nhdi nhét qua nhiéu logic vao bo dicu
khién), toan bo céc thuat toan tinh toan phuc tap dugc

tach biét vao cac Service doc lap nhu
PhanCongService (xt ly logic phan céng),
WorkflowService (xa Iy ludong duyét) va

TepTinService (xir ly file). Kién tric nay gilp ma
nguon tuan thu chuan PSR-4, ting tinh tai st dung va
cuc ky thuan lgi cho viéc kiém thir tu dong.

3. Thiét k& md hinh dit ligu chuin hoa va ky
thuat quan hé da hinh

Thiét ké co so dir liéu (Database Design) 1a
thach thirc Ion nhat do céu trac dan chéo phuc tap cua
ho so bai giang CAND. Hé quan tri MySQL (8.0+)
duoc sir dung 1am nén tang luu tri.

3.1. Chudn héa co sé diz liéu (3NF)

Toan bd thiét ké co s& dit liéu duoc chuan hoa
dén Dang 3 (3NF) nham loai bo triét dé su du thua
thong tin va cac di thuong cap nhat (Update
Anomalies). Cau tr(ic phan cip dao tao dwoc md hinh
hoa thanh chudi cac bang c6 mdi quan hé rang bugc
khda ngoai (Foreign Keys) nghiém ngat:

— —

e khoa
chuong_trinh_dao_tao.

mon_hoc

e chuong_trinh_dao taoc ~— hoc_phan —

bai_giang — tiet_hoc — giao_an.

Hé théng thiét l1ap cac rang budc toan hoc chit
ché. Vi du, tai bang hoc_phan, tong sé tiét (
Lythuyét + Thichanh + Baitip + Kiémtra)
dugc trigger tu dong Kkiém tra dbi chiéu véi
so_tin_chi, 1ap tac tir chdi giao dich (Rollback) néu
phét hién sai s6 dinh muc.

3.2. Ung dung kj thugt quan hé da hinh
(Polymorphic Relationships)

Trong cac hé théng LMS thong thuong, dé gan
tép tin dinh kém (PDF, Video) hoac phan cong cong
viéc cho nhiéu loai thyc thé khac nhau (nhw Hoc phan,
Bai giang, Pé cuong), 1ap trinh vién thudng tao ra
hang loat cac bang phu trung gian (vi du:
hoc_phan_file, bai_giang_file). Diéu nay gay ra hoi
ching phinh to co s¢ dir liéu (Database Bloat).

Hé thong tai Pai hoc PCCC da ung dung ky
thuat Quan hé da hinh thong qua ORM Eloquent.
Toan bo dir liéu quan ly tép tin duoc tap trung vao
mot bang duy nhat mang tén tep_tin. Bang nay st
dung cédp cot siéu dir liéu la fileable type (luu tén
Model, vi du: App\Models\GiaoAn) va fileable id
(Iuu khoéa chinh cua ban ghi).

Giai phap nay mang lai sy linh hoat ti da: Mot
tép tin khi tai Ién may cha c6 thé dugc gan tham chiéu
cho nhiéu déi twong thuc thé khac nhau ma khéng can
sao chép vat ly tép tin do trén 6 cing, gilp tiét kiém
khong gian luu trir va dam bao kha nang mo rong
khong gigi han khi bd sung cac loai hd so méi trong
tuong lai.
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4. Tw ddng hoa ludng cong viéc (Workflow)
va ma tran bao mat

4.1. Thugt todn may tragng thai
Machine) trong phé duyét

Sy van dung ly luan d6i mai quan tri tai cac
truong CAND yéu cau tinh chinh xé&c, minh bach
trong ra quyét dinh. Phan mém da tu dong hoa quy
trinh phé duyét hanh chinh thanh mot ciu tric May
trang thai ki thuat sb thong qua WorkflowService.

Vong doi cia mot hd so bai giang trai qua 8
trang thai tuyén tinh (tr Khoi tao diz liéu so bé dén
Pa tong duyét). Thuat toan Validation Transition
dugc thiét 1ap nghiém ngat: hé théng ngan chan tuyét
dbi cac ky thuat can thiép URL dé nhay coc trang thai.
Moi hanh vi duyét hoic tir chdi déu kich hoat tw dong
viéc sinh ra mot ban ghi log trong bang da hinh
phan_cong, ghi vét chinh xac ma ID ngudi thao tac,
thoi gian va ly do (Note).

bic biét, dé bao toan tinh toan ven dix liéu, moi
thao tac chuyén trang thai anh huong dén nhiéu bang
déu dugc boc trong cac giao dich co so dir liéu
(Database Transactions) DB::transaction(). Bat cu
ngoai 1é (Exception) nao xay ra sé lap tuc kich hoat
Iénh Rollback.

4.2. Thiét Igp ma tr@n bdo mdt nhiéu tang

Dap tng yéu cau khit khe vé an toan théng tin
quan su, hé thong tich hop ma tran bao mat da tang:

1. Phan quyén RBAC dong: Bang vai_tro chira
dinh nghia chudi JSON quyét dinh hat lyu quyén han
(vi du: giao-an.xem, giao-an.duyet).

2. L4 chan Middleware: Cac Iép trung gian
mang (CheckRight, CheckRole) hoat dong nhu linh
gac, danh chan va tra vé 18i 403 Forbidden ddi véi
moi ludng truy cap HTTP bét hop 18.

3. Bao vé dir liéu dau vao: Ap dung ma hoa
Berypt mot chiéu, xac thuc Form Request Validation
va Token CSRF doc ban dé phong chéng tan cong
chén ma doc SQL Injection va XSS.

4. X6a mém (Soft Deletes): Di liéu khong bao
gio bi x6a vinh vién (Iénh DELETE vat ly). Viéc danh
dau deleted_at gitip bao toan du vét phuc vu cong tac
diéu tra k¥ thuat sé (Digital Forensics) khi can thiét.

(State

5. Két qua thir nghiém va danh gia hiéu qua

Phan mém da duoc bién dich va trién khai thir
nghiém trén hé théng may cha mang noi bo cua
Truong Dai hoc PCCC. Qua trinh kiém thir tai (Load
testing) va kiém thir chtrc nang (Functional testing)
cho thay hé théng hoat dong véi do 6n dinh tuyét dbi.

Két qua dinh luong noi bat:

Ngay trong dot thir nghiém dién rong dau tién,
hé théng da xur 1y va sé hoa thanh cong co sé dit liéu
cua 09 hoc phan dai hoc chinh quy cét 16i thuoc 09
Khoa chuyén nganh khac nhau. Céc di liéu nay bao
ham 20 tin chi, véi cau tric phic hop béc tach thanh
47 bai giang va 14 gido an chuan. Thuat toan phan b
tu dong da thiét 1ap thanh cong 16 trinh cho 579 tiét
hoc trai dai trén 849 gio hoc Iy thuyét va thuc hanh.

Chuc nang tich hgp trinh xem trudc tai liéu
(PDF Viewer) xtr ly mugt ma cac tép tin co dung
luong 1én dén 30MB, cho phép giang vién va lanh dao
doc tryc tiép tai liéu Mat trén trinh duyét web néi bo
ma khdng can phai tai tép tin xuéng may tram cé
nhan, triét tiéu hoan toan rui ro ro ri dir liéu qua USB.

6. Két luan

Viéc tng dung thanh cong kién tric phan 16p
MVC va mé hinh co so dir li¢u da hinh vao phat trién
"Phan mém Quan ly Ho6 so bai giang dién ti" tai
Truong Pai hoc PCCC da chung minh tinh kha thi
cua viéc tu chu cdng nghé trong luc lugng CAND. Hé
thdng da giai quyét tan géc ré van dé phinh to dit liéu,
dong thoi thiét 1ap mot ludng phé duyét hoc thuat
minh bach, bao mat va luu vét toan dién. Su ra doi
ctia nén tang nay khong chi tiét kiém hang nghin gio
cong lao dong hanh chinh ma con dit vién gach nén
tang vitng chic cho qua trinh van dung Iy luan "dai
hoc 56", dong gop truc tiép vao muc tiéu hién dai hoa
cbng tac giao duc va dao tao cua nganh Céng an trong
ky nguyén 4.0.m
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