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GIAI PHAP PONG BO DU LIEU GIUA THIET BI
GIAM SAT CA NHAN VA THIET BI PIEU KHIEN
TRUNG TAM TRONG HE THONG HO TRQ
CHIEN SY CHUA CHAY VA CUU NAN, CUU HO
KHI THUC HIEN NHIEM VU BEN TRONG NHA,
CONG TRINH
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Khoa Tu dong phwong tién ky thugt phong chdy, chiza chdy va cizu ngn ciru hg, Triong Pai hoc PCCC
TS LE TIEN DUNG

Vién Han 1am Khoa hoc va Céng nghé Viét Nam

Téc gia lién hé: Pham Van Thanh (Email: phamvanthanh1209@gmail.com)

Tém tit: Trong boi canh dé thi héa phat trién nhanh chéng, s gia tang ngay cang nhiéu ciia cdc cong
trinh cao tang, cong trinh ngam va khu cong nghiép hién dai da dat ra nhitng thach thire to 1ém doi véi luc
lirong chita chdy va ciru nan, ciu hé (CC&CNCH). Cdc tinh huong khan cdp nhw: chay, né, sdp do cdu kién
hodc sw xudt hién cia méi trieong doc hai, thiéu oxy trong khéng gian kin doi héi can bo, chién sy
CC&CNCH phdi thue hién nhiém vu trong diéu kién nguy hiém, ap luc cao va thieong xuyén thay doi. Thire
tién nay ddt ra yéu cau cdp thiét vé viéc xdy dung mot hé thong cé kha néing gidm sdt lién tuc, canh bdo sém
va hé tro kip thoi doi véi chién sy khi gdp suw cé trong qud trinh thiee hién nhiém vu bén trong cdc cong trinh.
Nham dap veng yéu cau trén, bai bdo dé xudt gidi phdp dong bé héa di liéu thoi gian thuc giita thiét bi giam
sat ca nhan (Firefighter Alert Safety System) — mét bg thiét bi deo théng minh tich hop da cam bién — va hé
théng diéu khién trung tam. Thong qua viéc thu thip va truyén tdi lién tuc cac thong tin vé vi tri, trang thdi
van déng, ciing nhw cdc thong sé sinh Iy cia tirng chién sy, gidi phdp nay givip trung tam chi huy gidm sat
hiéu qua tinh hinh thuc dia, dwa ra chi dao kip thoi, ndng cao hiéu qua 16 chire CC&CNCH va bdo dam an
toan cho lyc luvong lam nhiém vu.

Tir khod: Qidi phdp dong bé div liéu, chita chdy va ciru nan, cieu h, sw cé.

Abstract: In the context of rapid urbanization, the proliferation of high-rise buildings, underground
structures, and modern industrial complexes has posed substantial challenges for the Fire and Rescue (F&R)
forces. Critical incidents such as explosions, structural collapses, or the presence of toxic and oxygen-
deficient environments within confined spaces require F&R police to operate under hazardous, high-
pressure, and constantly changing conditions. These operational realities underscore the urgent need for a
system capable of continuous monitoring, early hazard detection, and timely support for firefighters
encountering emergencies during operations inside buildings. To address this need, this paper proposes a
solution for real-time data synchronization between the Firefighter Alert Safety System (FASS)—a sensor-
integrated wearable device—and the centralized control unit. By continuously acquiring and transmitting
data related to individual location, physical activity status, and physiological indicators, the system enables
command centers to to effectively monitor field conditions, issue timely directives, enhance rescue
coordination, and safeguard the operational safety of firefighting personnel.

Keywords: data synchronization solution, firefighting and rescue, incident.
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1. Pat van dé

Trong cac vu chay 16n hodc su ¢ phic tap xay
ra bén trong nha va cong trinh, lyc lwvong CC&CNCH
thuong phai hoat dong trong méi trudng khic nghiét
voi nhi¢t do cao, khoi day dac, né)ng do khi doc vuot
ngudng cho phép, ham lugng oxy thip va tim nhin bi
han ché nghiém trong. Thuc té da ghi nhan nhiéu
truong hop chién sy gip nguy hiém nghiém trong
hoic bi thuong do khong nhan dugc su hd tro kip thoi
tir trung tAm chi huy, nguyén nhan chu yéu xuét phat
tir han ché trong kha ning lién lac va giam sat tinh
trang suc khoe cting nhu kip thoi phat hién sy cd xay
ra ddi voi cac chién s¥ khi thuc hién nhiém vu.

Thiét bi FASS

XXl Loragateway

Thiét bi FASS

| Wifi/Ethernet/3G/4G
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Hinh 1: M6 hinh hé thong gidm sat, hé tro chién sy
CC&CNCH khi thuc hién nhiém vu bén trong nha, cong trinh.

Nham dép Gng yéu cau giam sat tinh trang chién
sy trong qué trinh thyc hién nhiém vu, bd thiét bi
FASS dugc phat trién nhu mot giai phap tich hop
cong nghé ToT trong linh vuc CC&CNCH. Thiét bi
bao gdm hai thanh phan chinh:

(1) Thiét bi giam sat va canh bao su cb trong
qué trinh thyc thi nhiém vy;

(2) Thiét bi giam sat va canh bao tinh trang sirc
khoe ciia chién s.

Trong d6, thiét bi giam sat va canh bao su cb
dugc cau tao tir cac khdi chirc nang chinh gdm: khdi vi
xir 1y trung tam, khdi cam bién (cam bién IMU 9 truc tu
do, cam bién ap suat khong khi), khdi phat canh bao
bang am thanh —
day, va hé théng nut nhan cho phép kich hoat thu cong

anh sang, khdi thu phat tin hiéu khong

trong cac tinh hudng khan cip; thiét bi giam st va canh
bao tinh trang surc khoe ctia chién sy duogc cAu tao tir cac
khdi chire nang chinh gdm: khéi vi xtr Iy trung tm, khéi
cam bién (cam bién nhip tim va cam bién nhiét d6 co
thé), khdi thu phat tin hiéu khong day.

Thiét bi FASS duoc thiét ké dé thu thap cac thong
sO sinh ton va dir liéu moi truong theo thoi gian thuc,
sau d6 truyén vé trung tim diéu khién nham phuc vu
cong tac giam sat va chi huy. Tuy nhién, hi€u qua cua
hé théng phu thudc 16n vao kha ning ddng bo hoa dit
liéu mot cach nhanh chéng, on dinh va dang tin cay —
dac biét trong cac diéu kién ma tin hiéu truyén thong dé
bi suy hao boi ciu triic vat 1y ctia cong trinh.

Do d6, can thiét phai xay dung mdt kién trac
truyén thong tong thé, trong d6 cac thiét bi FASS co6
thé truyén dit liéu mot cach lién tuc, tdi wu va cd do
tin cdy cao dén hé théng diéu khién trung tim. Diéu
nay s€ gitp chi huy duy tri dugc kha nang nhén thuce
tinh huéng, theo doi chinh xéc vi tri va trang thai cua
ting chién sy, tir d6 dua ra cac quyét dinh tng ciru
kip thoi, nang cao hiéu qua td chic va dam béao an
toan cho luc lugng thyc thi nhiém vu.

2. Gi6i thiéu cAu triic mang ciia hé thong FASS

Hé¢ thong FASS duoc xiy dyng trén nén tang
mang truyén thong LoRaWAN —mdt giao thirc chuan
mé do t6 chitc LoRa Alliance phét trién, nham dam
bao kha niang tuong thich va twong tac giita cac thiét
bi trong h¢ sinh thai IoT. LoORaWAN hoat dong dya
trén co ché trai phd (spread spectrum), cho phép
truyén dir liéu qua nhiéu kénh tan sb véi cac toc do
khac nhau, gitip hé thong thich (mg linh hoat véi diéu
kién méi truong thay d6i va t6i wu hidu suat lién lac
giita thiét bi ddu cudi va thiét bi diéu khién trung tam
(Gateway).

0

0
3G/Ethernet/WiFi

Dewces
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Hinh 2: M6 hinh hé thong LoRaWan dién hinh.

Gateway Network Server
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Trong cAu hinh tiéu chuin, mang LoRaWAN hd
trg toc do truyén dir liéu tir 300 bit/gidy dén 50
kilobit/gidy, tiry thudc vao cac thong sb ky thuat nhu
hé s6 trai phd (Spreading Factor — SF) va bang théng
(Bandwidth — BW). B¢ dai goi dir liéu dugc gidi han
t6i da 243 byte. Hé thdng cho phép truyén thong hai
chiéu (uplink va downlink), phtt hop véi yéu cau giam
sat — diéu khién trong thoi gian thuc.

Dé t6i vu hiu qua truyén thong va dam bao do
tin cay trong diéu kién trién khai thuc té (nhiéu cao,
khoang céach 16n), cac thiét bi dau cudi (End-node)
can dugc cau hinh mot loat tham sd ky thuat bao g@)m:
hé s6 trai phd (SF), bing thong (BW), téc d6 mi hoa
dir litu (Coding Rate — CR), cong suit phat
(Transmission Power — TP), va ché d6 diéu chinh téc
dd dir liéu thich tng (Adaptive Data Rate — ADR). Su
két hop giita cac thong sd nay tao ra hon 6.720 ciu
hinh truyén dan kha thi, dan dén thach thirc trong viéc
lua chon cu hinh tdi wu nhim can béng gitra tiéu thy
nang luong va hiéu suit truyén dit lidu.

Trong kién trac truyén thong cua hé thong
FASS, viéc d@)ng bd hoa dir licu thoi gian thyuc gilra
thiét bi FASS véi trung tim diéu khién phuy thudc chu
yéu vao hiéu qua két ni giira cac node LoRa (thiét b
FASS) va Gateway. Do d6, giai phap dam bao chét
luong két ndi LoRa, bao gom thiét 1ap tham sé phu
hop va t6i uu kién triic mang, dong vai tro then chot
trong viéc dam bdo do tin cay va do tré thép cho toan
bo hé théng giam sat.

3. Xdy dung giai phap dong bd dir lidu

3.1. Qud trinh truyén div ligu giwa thiét bi
FASS va Gateway

Thiét bi FASS theo thiét ké c6 thé giri va nhan
dir lidu t6i/tir Gateway. Mot trong nhiing yéu cau dat
ra d6i v6i hé thong 1a kha ning dong bo dit liéu trong
d6 phan 16n yéu cau dat ra dbi v6i qua trinh truyén dir
lidu tir thiét bi FASS toi Gateway va nguogc lai. Mot
s6 thach thire dat ra d6i v6i hé thdng nhu sau:

- Hién tuong mat goi tin: do nhidu hoac khoang
cach truyén qué xa, c6 thé xay ra hién twong mat di liéu.

- Anh huéng ciia méi trudng: cac vat can nhu:
két cAu bé tong cdt thép, cac thiét bi, dung cuy,... trong

cac toa nha cao tang, cong trinh c6 thé lam suy giam
tin hiéu.

- Bao mét dit liéu: mic du LoRaWAN c¢6 co ché
mi hoa, nhung van can c6 phuong phap xac thuc nang
cao dé dam bao tinh toan ven cua dix liéu.

3.2. Diéu ché tin hiéu Lora

Diéu ché tin hiéu déng vai tro then chdt trong
qua trinh truyén dit liéu khong ddy, dic biét trong cac
tmg dung IoT doi hoi khoang cach truyén xa va tiéu
thu nang luong thap. Cong nghé LoRa (Long Range)
str dung k¥ thuat diéu ché Chirp Spread Spectrum (k¥
thuat sir dung cac xung chirp d& ma hoa cac thong tin).
Pay 1a nén tang cong nghé cho phép LoRa dat dugc
nhitng dac tinh vuot trdi nhu:

- Kha nang phu séng cuc xa: ¢6 thé dat toi 15km
trong diéu kién Iy tudng ngoai troi va 2 - 3km trong
moi truong do thi.

- Kha nang chéng nhidu cao: tin hiéu c6 thé
phan biét dugc ngay ca khi mure tin hiéu thép hon muirc
nhiu nén (ty 1¢ giita cuong do tin hiéu va nhidu am).

- Tiéu thy nang luong cuc thép: Nho tiéu thu ndng
luong thép, thiét bi LoRa c6 thé duy tri hoat dong lién
tuc trong thoi gian dai—tham chi nhiéu nim—chi voi
mdt 1an sac hodc mot bd ngudn pin duy nhét.

- B¢ tin cdy cao: kha nang khoi phuc tin hiéu
ngay ca trong diéu kién kénh truyén kém.

So Vi cac cong nghé didu ché truyén thong nhur
FSK (Frequency Shift Keying) hay QAM
(Quadrature Amplitude Modulation), ky thuat st
dung cac xung chirp ¢é ma hoa cac thong tin cho phép
LoRa c6 duoc pham vi truyén xa gip 5 - 10 lan trong
cung diéu kién cong suat phat, ddng thoi mang lai kha
ning chong nhidu vuot troi.

Séng chirp va co ché diéu ché, gidi diéu ché
trong LoRa

Song chirp 1a mot dang tin hiéu 6 tan sb thay
ddi theo thoi gian theo mo{t quy luat nhat dinh —
thuong 13 thay do6i tuyén tinh. Duéi ddy 1a biéu dién
toan hoc ctia song chirp:

s(t) = A.cos (Zn (fo. t+ Stz) + <p0), 0<t<
T
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Trong do:

A la bién d0 tin hiéu;

o 1a tan s6 khoi dau;

k 12 toc d6 thay doi tan s6 (chirp rate), k = BW/T;

T 1a thoi gian cia mdt symbol;

®, 12 pha ban déu;

Déi voi up-chirp, k > 0, va ddi véi down-chirp, k < 0.

Trong cong nghé LoRa, hai loai song chirp
chinh duoc sir dung:

+ Up-chirp: Tén s ting dan tir gi4 tri thdp nhét
(fmin) dén gia tri cao nhat (fmax).

+ Down-chirp: Tan s giam dan tir fmax vé fmin.

i e up-chirp
} feenter
fiow

/7L

down-chirp

NN

Hinh 3: Minh hoa nguyén 1y sir dung cdc xung chirp dé ma héa
thong tin.
Mbi song chirp duoc sir dung trong ky thuat

n T

Chirp Spread Spectrum (CSS) s& chiém tron toan b
bang thong truyén dan va ton tai trong mot khoang
thoi gian ¢ dinh. Khoang thoi gian nay chinh 1a mot
symbol — don vi dir liéu co ban sau khi ma hoa. Thong
tin duoc mé hoa bang cach thay dbi diém bat du (tan
s6 khoi dau) cua mdi chirp.

*/ Qud trinh diéu ché va gidi diéu ché CSS trong
LoRa dién ra nhw sau:

+ Piéu ché (Modulation): Qué trinh diéu ché
trong LoRa str dung CSS gbm cac budc sau:

- Phan doan dit liéu: Chia dix liéu dau vao thanh
cac khdi nho phu hop véi cdu trac truyén.

- M3 hoa stra 16i chuyén tiép (FEC): Thém cac
bit du phong dé gitp phat hién va stra 15i trong qué
trinh truyén.

- Phén tan bit lién tiép (Interleaving): Sap xép
lai thir tu bit dé chéng lai nhidu dot bién.

- Ngau nhién héa dir liéu (Whitening): Lam dit
liéu phan bd déu gitra cac bit 0 va 1 nham cai thién
chat luong truyén.

- Ma Gray (Gray coding): Ma hoéa dir li¢u thanh
cac gia trj s6 ma gitra hai gia tri lién tiép chi khac nhau
mot bit, giam kha ning nham 13n khi giai ma.

- Diéu ché bang chirp: Mdi gia tri dit liéu sau
ma hoa duoc anh xa thanh mét séng chirp ¢ diém bit
dau tan sb twong Ung.

+ Gidi diéu ché (Demodulation)

Qua trinh giai diéu ché thuc hién nguoc lai véi
cac budc ma hoa, bao gdbm:

- Phat hién tién t6 (preamble): Gateway do tim tin
hiéu du goi dé nhén biét bat dau ciia mot khung di liéu.

- Pong bd héa (Synchronization): xac dinh
chinh x4c thoi diém bét dau cia mdi Symbol — tirc
ting song chirp trong dong dir li¢u.

- Bién d6i Fourier nhanh (FFT): phan tich tin
hiéu tir mién thoi gian sang mién tan s6 dé xac dinh
thong tin tan s trong chirp.

- Giai mi Gray: chuyén cac gia trj tan s6 nhan
duoc vé dang dir 1iéu nhi phan géc.

- Giai ngau nhién héa va phan tan lai bit (De-
whitening & De-interleaving): khoi phuc dir liéu vé
dung thir tw ban dau.

- Stra 161 FEC: str dung bit dy phong dé phat hién
va stra céc 10i phét sinh trong qué trinh truyén dn.

3.3. Gidi phdp ciu hinh cdc tham sé ky thugt dé
101 wu higu qud truyén théng va dim bdo d tin cdy

3.3.1. Cdu hinh hé s6 trai phé (SF) va ché d¢
diéu chinh toc d dit liéu thich itng (ADR)

Heé s6 trai pho 1a mot trong nhiing tham s6 quan
trong nhét cia diéu ché LoRa, xac dinh sd bit duge
ma héa trong mdi symbol. SF dugc biéu dién bang s6
nguyén tir 7 dén 12. SF thap tbi wu téc do truyen,
trong khi SF cao giup mo rong pham vi phu song.

Khi SF tang, dit liéu dugc ma hoa phirc tap hon,
lam giam toc do truyén dir liéu nhung ting kha ning
chéng nhidu. SF cao tao ra tin hiéu manh hon, giup
tin hiéu LoRa di xa hon nhung tiéu ton nhiéu ning
lwong hon. Nguoc lai, SF thip gitp truyén dit liéu
nhanh hon nhung chi hoat dong hiéu qua ¢ khoang
cach ngan.
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% - Chat lugng két ndi: néu tin hiéu manh, hé
i thong s& giam SF d¢é tang toc do.

Comparison of LoRa Spreading Factors: SF 7 to SF 12

4 - Khoang cach dén Gateway: cac niit xa s& dugc
cip SF cao hon.

- Mirc d6 tic nghén mang: diéu chinh dé ti wu
hoa bang thong toan mang.

- Tinh trang pin: giam cong suat phat cho thiét
120 bi c6 pin yéu

ADR sir dung thong tin tir nhiéu gbi tin lién tiép dé
danh gia chat luong kénh truyén va dua ra quyét dinh t6i
uu, giup kéo dai tudi tho pin va tdng hi¢u suét mang.

Frequency(kHz)

Power/frequency (dB/Hz)

10 20 30 40 50 60

Timo(me , 7 3.3.2. Cdu hinh bang théng (BW)
Hinh 4: So sanh gitta cac hé so trai pho. Bing thong x4c dinh dai tin sb duogc sir dung
trong qua trinh truyén, anh huong truc tiép dén toc do
dir liéu va kha nang chéng nhidu. Trong bdi canh

Bdng 1: Théng s6 chi tiét theo hé so trdi pho.

£ J'4 A e Ph?,llll , <A - A , [N
Heé sb chSi(r) ’ de{:cligﬁ PO T:;: vipha | LoRaWan c6 nhiéu bang thong khac nh,au, viéc lya
trai P _ nhay |  9'4 song chon muc bang thong phu hgp voi hé thong FASS 1a
hé symbo | (BW=125 (dBm) truyén twong B x s e N
p I kHz) symbol it rat quan trong. LoRaqho Frq nI’neu gia tri bang thong
Ix khac nhau, nhung pho bién nhat la:
SF7 | 128 | 5.47kbps | -123 1&2 (tham + 125kHz: Tiéu chuén trong hau hét cac tmg
chidu) dung LoRaWAN
SF8 | 256 | 313kbps | 126 | >° | 15x + 250kHz: Sir dung cho c4c (mg dung cin téc
SF9 512 1.76 kb 129 4.10 25 do cao hon
. - 5x 1A s
ps ms + 500kHz: Bang thong 16n nhat, hién chi dugc
SF10 | 1024 | 0ggkops | -132 | 519 |4 | 3 tro 6 mot b khu vie (chi yéu tai M)
16.38 + 62.5kHz, 31.25kHz: Sir dung trong cac ung
SF11 2048 0.54 kbps | -134.5 ms X dl_lng dic bit Cé.l’l do nhay 20
SF12 | 4096 | 0.29 kbps | -137 3i‘}27 10x Bdng 2: Anh huéng ciia biing théng téi mot s6 yéu to.
Trong do: g Anh huéng A?h IEha Pham
P , R ; Bang YA huwéng nang .
- Toc d6 dix liéu (R) duoc tinh theo cong thirc: thong toi toc do déndp | chéng vi phu
i li¢ : x son
R =SF x > xCR dir ligu nhay | nhidu g
Trong do: iﬁfz Tiéu chuan C-[l:f;n Tét C-Lf;n
SF: HE s0 trai pho; 250 | x2sovoi | Giam | Trung | Giam
BW: Bang thong (Hz); kHz | 125kHz 3dB binh 30%
CR: Ti 1é mi (—) véi n tir | dén 4); 500 x4 so v6i Giam Thap Giam
o s _ kHz 125kHz 6dB hon 50%
- Thoi gian truyén mdt symbol (Ts): 625 | %05 s0 voi Tang e i Tang
oo 27 kHz | 12skHz | 3aB | "' | 0w
BW Biang thong thap (nhu 125kHz) c6 kha ning
- Nang lugng can thiét dé truyén mot bit dir liéu  chéng nhidu tt hon vi:
ti 1€ thuén voi SF. + Mat d6 nang luong trén mdi Hz cao hon gilip

Ché dé diéu chinh toc dé dix liéu thich iing (ADR)

ADR 1a co ché théng minh trong mang
LoRaWAN cho phép tu dong diéu chinh SF, cong
sudt phat va cac tham s truyén khac dua trén:

tang kha nang phat hién tin hi¢u.
+ D0 nhay tét hon gitup phat hién tin higu yéu
trong mdi trudng nhiéu.
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+ Do chon loc tan sb cao hon gitip phan biét cac
tin hiéu gan nhau.

Trong méi truong do thi v6i nhiéu ngudn nhiéu,
bang thong 125kHz thuong 1a lya chon t6i wu can
bang gitra tbc d6 va do tin cay.

Déi véi hé FASS, ludn duy tri muc bang théng
khong vuot 125kHz.

3.3.3. Cdu triic g6i tin va t6i wu héa truyén dir liéu

DPé dam bao kha nang truyén dir liéu tin cay
ngay cé trong diéu kién tin hiéu yéu, cac ban tin trong
hé thong FASS duoc thiét ké voi ciu trac vat 1y dic
biét. Theo Hinh 5, ban tin cua thiét bi FASS trong
LoRa bao gém céc thanh phan sau:

| | | | | | |
 preantle | Sync ord| Header | Payload| CRC Deta| CRC |
|
|

| | | |
Hinh 5: Cdu tric vdt Iy ban tin FASS.

- Preamble: gom it nhat 8 séng up-chirp, gilp
bo thu ddng bd hoa thoi gian va nhan biét diém bat
dau cua goi tin.

- Sync Word: dai 2 byte, 1a ma dinh danh mang, gitip
phan bi¢t gilta cdc mang LoRa khac nhau (vi du: tranh
nham Ian giita cac thiét bi ¢ nhiéu hé théng khac nhau).

- Header: chira cac thong tin can thiét dé bo thu
hiéu cach xur 1y phan dir liéu (d6 dai dit liéu (1 byte),
ty 1& ma hoa 16i (2 bit), cd danh dau cho biét ¢ ding
ma kiém 18i CRC hay khong (1 bit), ché d6 header:
Explicit hay Implicit (1 bit)).

- Payload: 1a phan chira dit liéu nguoi ding thyuc
su (kich thudc tbi da 255byte).

- CRC Data: ma kiém tra 156i (Cyclic
Redundancy Check) cho phan payload, gitip phat hién
16i trong qua trinh truyén.

- CRC Header: ma kiém tra 16i cho phan header,
dam bao thong tin cau tric goi tin dugc nhan chinh xac.

3.3.4. Dong bé thoi gian giita thiét bi FASS va
Gateway

C6 nhiéu phuong 4n khac nhau trong viéc dong
bo thoi gian giita thiét bi FASS va Gateway. Trong
mo hinh hoat dong cua hé théng FASS, st dung
Gateway lam thiét bi diéu khién trung tam. Gateway
dugc dong bd thoi gian bang mot trong hai phuong
phap sau:

 Header
| |

+ Pong bo thoi gian bang GPS: Gateway sir
dung mot mo dun GPS dé ddng bo thoi gian. GPS
cung cap thoi gian chinh xac, gitp dam bao dir liéu
dugc ghi nhan dung thoi diém.

+ Pong bo thoi gian bang giao thirc NTP
(Network Time Protocol): Gateway c6 thé nhan thoi
gian tor may chu NTP.

Gateway va thiét bi FASS dugc dong bo thoi
gian thong qua giao thirc LoRaWan Class B. Gateway
phat tin hi¢u Beacon dinh ky, cho phép cac nut LoRa
d6ng bo va didu chinh thoi gian truyén dit liéu.

3.3.5. Sur dung ma sura 16i va cdi thién do tin cdy

Trong hé thong truyén dir liéu khong diy nhu
LoRa, hién twong mat géi tin c6 thé xay ra do nhiéu,
suy hao dudng truyén hoic méi trudng khong 6n
dinh. D¢ giam thiéu anh hudng ciia viéc mat dir liéu,
cong nghé FEC (Forward Error Correction) dugc sur
dung nham cho phép thiét bi thu tu dong stra 16i ma
khong can truyén lai. FEC 13 k¥ thuat ma hoa kénh b
sung cac bit du thira vao dir liéu gbc, giup thiét bi
nhan phat hién va khoi phuc thong tin ngay ca khi mot
phan tin hiéu bi 18i. Viéc nay gitip nang cao do tin cay
va giam s 1an truyén lai, dic biét hiéu qua trong céac
ung dung LoRaWAN hoat dong & khoang cach xa
hoic trong diéu kién nhidu cao.

Mot sb thuat toan FEC phé bién g@)m: Reed-
Solomon — ¢6 kha ning stra 16i manh, phu hgp véi
moi truong nhidu nhiéu va dugce ding rong rii trong
truyén thong; Hamming — don gian, phu hop véi hé
thong can sira 18i nhe, giup duy tri toc do truyén ma
van ting do tin cdy. Nguyén Iy hoat dong ctia FEC
trong LoRa gdm ba budc chinh.

Budc 1: M hoa dit liéu tai thiét bi gui —dir ligu
dugc ma hoa bé’mg thuat toan Reed-Solomon hodac
Hamming dé tao ra cac bit du thira, sau d6 duoc dong
g6i cung gbi tin va truyén di.

Budc 2: Truyén dir liéu qua kénh LoRa — tin
hiéu c6 thé bi nhiéu, suy hao hodc mat mat mot phan
khi di qua méi truong thuc té.

Budc 3: Giai mi tai Gateway hodc thiét bi nhan
— thiét bi thu sir dung cac bit du phong dé phat hién

SO 06, 2025 — TAP CHi PC&CC PIEN T|39



HAY. ,
CHUACHAY

>> oifn U

JOURNAL OF FIRE ONLINE __ e-1SSN 3093-3595

PHAM VAN THANH - LE TIEN DUNG

va stra 16i; néu 16i ndm trong kha ning stra, dir liéu s&
duoc phuc hoi hoan toan ma khong can truyén lai.

3.3.6. Ttng dé nhay thu Gateway dé gidm mdt gdi tin

bd nhay thu (Receiver Sensitivity) cua
Gateway LoRa déng vai trd then chdt trong viée dam
bao tin hiéu tir cac nat LoRa duogc tiép nhén 6n dinh,
ngay ca khi truyén ¢ khoang cach xa hodc trong moi
trudng c6 nhidu. P9 nhay thu cang cao thi kha ning
bét duogc tin hiéu yéu cang tét, gitip mo rong pham vi
pht song va giam ty 1& mat géi tin.

Trong hé théng LoRaWAN, d6 nhay thu cua
Gateway thuong nam trong khoang tir -130 dBm dén
-140 dBm, tiy thudc vao cau hinh phan ctng va diéu
kién trién khai. Dé nang cao hiéu suét mang, co thé
ap dung mot s giai phap nham ting d6 nhay thu va
cai thién chat luong lién lac nhu:

+ Sur dung Ang-ten ¢6 do loi cao: Ang-ten hiéu
sudt cao (6-12 dBi) giup thu tin hiéu yéu tét hon, dic
biét trong mdi trudng c6 nhidu. U tién dung Ang-ten
dinh hudng thay vi da huéng néu mudn tap trung thu
tin hiéu tr moét khu vuc cu thé. Viéc nay giup
Gateway thu tin hi¢u tir cdc nit xa hiéu qua hon ma
khong can ting cong suét phat.

+ Cai thién loc tin hi€u va giam nhiéu RF: sir
dung bo loc dé loai bo nhiéu tir cac ngudn nhu Wi-Fi,
Bluetooth, NB-IoT, dong thoi trang bi vo chdng nhiéu
cho Gateway. Diéu nay gitp giam sai s va ting do
nhay thu, ddc bi¢t hitu ich trong méi truong do6 thi
nhiéu thiét bi khong day.

4. Két luan va kién nghi

Céc giai phap duoc dé xuat déu c6 tinh thuc tién
cao, phil hgp véi md hinh phét trién ciu tric mang
ctia hé théng FASS. Cac giai phap k¥ thuat duoc
nghién cuu va dé xuit dua trén kich ban hoat dong
thuc t& co tham khao cac dan chimg tir cac cong bd
qudc té uy tin. Giai phap dong bo dit liéu dé xuat giita
thiét bi FASS va thiét bi diéu khién trung tim s& gop
phan nang tinh kha thi trong phat trién hé thong FASS
phuc vu cong taic CC&CNCH. Tuy nhién, can ap
dung céc phuong hudong va giai phap ky thuat duoc
liét ké dé tiép tuc hoan thién hé thong FASS, dam bao

yéu cau k¥ thuat, c6 kha nang tmg dung cao trong cac
diéu kién thuc té. Dong thoi, sau khi hoan thién san
pham can thuc hién kiém tra hé théng trong nhiéu
diéu kién hoat dong khac nhau.m
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