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Tém tit: Trong boi canh chuyén doi s6, an toan mang ndi bg dong vai tro then chét trong hoat
déng gido duc, dao tao va quan Iy tai cdc trwong Cong an nhéan dan. Tuy nhién, hé thong mang nay dang
do6i mdt véi nhiéu thach thire nhw cdc cude tan cong mang, ro ri dit liéu va han ché trong nhdn thurc bao
mdt. Bai viét dé xudt mé hinh bdo dam an todn mang noi bo dua trén cdac cong nghé hién dai nhu tri tué
nhén tao (Al), Blockchain, mé hinh Zero Trust va hé thong gidm sdt an ninh SIEM.

Tir khod: mang ndi bg, Zero Trust, SIEM, Blockchain, tri tué nhdn tao, hé thong giam sét.

Abstract: In the context of ongoing digital transformation, internal network security is of
paramount importance to educational, training, and managerial functions of people's police higher
education institutions. However, this network reveals several challenges such as cyber attacks, data leaks,
and deficiencies in maintaining confidentiality. Therefore, this article proposes a model that leverages
modern technologies, including the integration of Artificial Intelligence (Al), Blockchain, the Zero Trust

model, and SIEM security monitoring system.
Keywords: Internal network, Zero Trust,
Monitoring System.

1. Trong bdi canh chuyén ddi s6 manh mg,
hé théng mang ndi bd tai cac truong Cong an nhan
dan dong vai trd quan trong trong cong tac giang
day, nghién ctru va luu trir dir 1iéu. Tuy nhién, h¢
théng nay dang phai d6i mit voi nhidu nguy co tin
cong mang nhu tin cong c6 chu dich, ma doc tong
tién hay sy xAm nhdp trai phép va rui ro tir chinh
nguoi dung ndi bo.

Thuc té cho théy, mic du d3 trién khai mot
sO bién phap bio mat nhu tudng lira, phan mém
diét Virus va kiém soat truy cap, nhung nhiing giai
phap nay con roi rac, thiéu tinh dong bo va chua
tan dung hi€u quéa cac cong nghé hién dai. Diéu
nay dit ra yéu cu cip thiét vé mot mo hinh bao

dam an toan mang noi by toan dién hon.

SIEM, Blockchain, Artificial Intelligence, Security

Bai viét dé xuat mot mo hinh bao mat tich hop
cac cong nghé tién tién nhu Al trong gidm sat va phat
hién tin cong, Blockchain trong bao mat dir li¢u, mo
hinh Zero Trust trong kiém soét truy cap va hé thong
giam sat an ninh tdp trung SIEM (Security
Information and Event Management). M0 hinh nay
gitip tang cuong kha ning bao vé hé théng, dam bao
an toan thong tin va nang cao hiéu qua quan 1y mang
ndi bo tai cac truong COng an nhan dan.

2. Mot trong nhirng van dé 16n 13 nhiéu trudng
Cong an nhan dan van dang str dung hé thong mang
dugc trién khai tir nhiéu ndm trudc, véi cac thiét bj cii
k¥, chua duoc nang cap kip thoi. Hé thdng bao mat
truyén thong nhu: twong lira, phan mém diét Virus va
phuong thirc kiém soat truy cap cii khong con du kha
nang doi phé voi cac mbi de doa hién dai nhu tin cong
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¢oO chu dich, ma doc téng tién, hay cac cudc tn cong
tir chéi dich vu phan tan DDoS [1]. Sy han ché vé mit
cong nghé khién cac trudong dé b ton thuong trude
cac cudc tan cong mang ngay cang tinh vi.

Ngoai céac yéu td k¥ thuat, an toan mang ndi b
con chiu tac dong tir yéu td con nguoi. Nhan thire vé
bao mat thong tin cua can b, giang vién va hoc vién
trong moi trudng dao tao van con han ché. Nhiéu
nguoi st dung mang ndi bd ma khong tuan thu céc
quy tic an toan thong tin, v tinh hodc ¢d y tao ra cac
16 hong bao mat. Viéc st dung thiét bj ca nhan nhu
USB, dién thoai thong minh dé két néi voi mang ndi
b6 ma khong co bién phap bao vé thich hop co thé tao
diéu kién cho tin tic xAm nhap hé thong.

Hon nira, khi su ¢d an ninh mang xay ra, quy
trinh xtr 1y tai nhiéu truong van chua dong b va thiéu
su chu dong. Nhiéu co sé chua trién khai hé thong
gidm sat an ninh tap trung SIEM hoac chua cé cac
chinh sach bao mat toan dién dé kiém soat cac mdi de
doa mot cach hiéu qua. Piéu nay dan dén tinh trang
khi bi tn cong 1am cho hé théng khong thé phan tng
kip thoi, gay ra hau qua nghi€ém trong.

Trudc thyc trang nay, viéc ung dung céc cong
nghé tién tién dé nang cao an toan mang ndi b tai cac
truong Cong an nhan déan 1a yéu cau cap thiét.

3.Dé trién khai mot hé théng bao dam an toan
mang noi bd hiéu qua, can co sy dau tu ddng bo vé ha
tang k¥ thuat, nhan luc va quy trinh van hanh. M6
hinh bao dam an toan mang noi bo tai cac truong
Cong an nhan dan nén bao gdém cac thanh phan chinh
nhu hinh 1.

Users Threats

(Nguoi dimg) (Mdi de doq)

Internal Network

(Mang néi bg)

Zero Trust

(Xac thiec ngiori ding)

AL IDS

(Phat hién xdm nhdp)

Blockchain Security

(Bao mdt Blockchain)

SIEM

(HEé thdng gidm sét an ninh)

Hinh 1: M6 hinh an toan mang néi bo.

Ngwoi ding (Users): Bao gém can bo, giang
vién, hoc vién st dung h¢ théng mang ndi bo dé truy
cap thong tin, tai nguyén giang day va nghién ciu.
Ngudi dung c¢6 thé vo tinh hodc ¢b ¥ tao ra i ro bao
mat néu khong tuan thu cac quy tic an toan thong tin.
Do d6, viéc dao tao, nang cao nhén thirc vé an ninh
mang cho ngudi dung 12 mot yéu t6 quan trong.

Moi de doa (Threats): HE théng mang ndi bd co
thé bi anh hudng boi cac cude tAn cong mang, ma doc
téng tién, tAn cong co chu dich, va cac nguy co an
ninh khéc. Viéc xac dinh va danh gia cac mdi de doa
tiém an 1a nén tang dé xay dung mot chién lugc bao
mat hi¢u qua.

Hé thong mang ngi bé (Internal Network): L
trung tdm ctia mo hinh, noi dién ra tat ca cac hoat
dong két ndi gitra nguoi dung va cac tai nguyén trong
truong. Hé thong nay can dugc bao vé khoi cac mbi
de doa thong qua cac cong nghé bao mat tién tién.

Hé théng phdt hién xam nhdp AI (Al 1DS -
Intrusion Detection System): Thong qua hoc may va
cong nghé may tric vién CPU, Al c6 thé nhan dién
cac mbi de doa tiém 4n, ngay ca nhiing cudc tan cong
tinh vi kho phat hién, dong thoi cung cip canh bao
theo thoi gian thuc. Ngoai ra, Al hd trg san tim mdi
de doa bang cach giam sat hé thong dé phat hién céac
dau hi¢u tan cong dya trén cac mo hinh da biét. Khong
chi dung lai & viéc phat hién, Al con c6 kha nang tu
dong khic phuc su ) bﬁng cach sur dung cac thuat
toan hoc sau dé phan trng voi cac mbi de doa méi, dua
trén kinh nghiém tir cac tinh hudng tuong ty trude do.

Bén canh d6, Al con gitp quan 1y 16 hong bao
mat bang cach phan tich hé théng quan 1y va tmg dung
dé xac dinh nhitng khu vuc rui ro can khic phuc. Pac
biét, v6i kha ning tich hop & cip d6 phan cimg, Al c6
thé bao vé diém cubi cua thiét bi, giup phat hién va
ngin chin cac phan mém doc hai. Piéu nay giup giam
d6 tré, cai thién kha ning kiém soat dir liéu va t6i wu
chi phi so véi cac giai phap dua trén dam may [4].

Bdo mdt dit liéu bang Blockchain: Blockchain
1a mot cong nghé ndi bat véi kha ning bao mat cao
nhd co ché ma hoéa manh mé va tinh chat phi tap
trung. Khi dugc trng dung trong bao mat dir liéu mang
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ndi by, Blockchain giup ddm bao tinh toan ven cua dix
liéu. Théng tin duoc ghi vao cac khdi va lién két véi
nhau béng co ché bam, ngan chdn viéc chinh stra hoac
gia mao. Nho d6, hé thong co thé duy tri dit liéu chinh
x4c va khong thé b thay d6i mét cach trai phép.

Bén canh d6, Blockchain giup han ché truy cap
trai phép nho co ché xac thuc phi tap trung. Chi nhiing
thue thé duoc cip quyén méi co thé tham gia vao
mang ndi bg va thyc hién cac thao tac trén dir ligu.
Diéu nay gitp ting cudng bao mat, giam nguy co o
ri thong tin nhay cam va ngan chan sy can thiép trai
phép tir bén ngoai.

Mot vu diém quan trong khéac cta Blockchain
1a kha nang ghi nhan va kiém tra lich str truy cap. Moi
thao tac trén dit liéu déu duge luu trix thanh céc giao
dich khong thé thay d6i, gitip hé thong tré nén minh
bach va dé dang kiém tra khi can. Viéc truy vét cac
hoat dong trong mang ndi b tr¢ nén chinh xéc, hd tro
cong tac kiém soat va giam sat an ninh hiéu qua.

V6i co ché Iuu trir phan tan, Blockchain con gitip
chéng lai cac cudc tin cong mang. Khong giéng nhu cac
hé thdng tap trung dé bi tin cong vao mot diém duy
nhét, dit liéu trong Blockchain dugc sao chép va luu trir
trén nhiéu nat khac nhau, giam thiéu nguy co mat mat
hodc 10 ri thong tin [2].

Co ché lién tuc xdc thwc nguoi dimg Zero Trust:
Ung dung md hinh Zero Trust trong kiém soét truy
cap mang ndi bd gitp nang cao muc do bao mat béng
cach yéu cau xac minh danh tinh va quyén truy cap
ctia moi nguoi dung, ngay ca khi nguoi dung dang
hoat dong trong mang ndi bd. Thay vi mdc dinh tin
cdy vao cac thiét bi hodc ngudi dung ndi bd, Zero
Trust 4p dung nguyén tic “khong tin cdy mic dinh”,
buodc hé théng phai lién tuc xac thuc va giam sat cac
phién truy cép. Khi két hop voi xac thuc da yéu td,
mo hinh nay giup giam thiéu nguy co truy cp trai
phép, ngin chin cac mdi de doa tir bén trong va bén
ngoai t6 chirc. Nhd d6, chi nhitng nguoi ding duoc
iy quyén méi co thé tiép can cac tai nguyén quan
trong, ddm bdo an toan cho h¢ théng mang ndi bo
trudc cac rui ro bao mat tiém an.

Bén canh kiém soat danh tinh, Zero Trust con
tich hop cac co ché giam sat lién tuc va phan tich hanh
vi ngudi ding dé phat hién cac ddu hiéu truy cap bat
thuong. Néu mét thiét bi hodc tai khoan c6 hoat dong
dang ngd, hé thdng c6 thé tu dong yéu cau xac thuc
bd sung hodc chin quyén truy cip ngay lap tirc. Ngoai
ra, Zero Trust con két hop véi cac chinh sach phan
quyén chit chg, chi cip quyén theo nguyén tic "it dic
quyén nhét", gidi han pham vi tiép can cia ngudi
dung d6i voi tai nguyén can thiét nham giam thiéu
nguy co lay lan khi c6 su ¢ bao mat xay ra [5].

Hé théng gidm sdt an ninh SIEM: Hé théng
SIEM 1a cong cu quan trong trong vi¢c gidm sat va
phan tich cac sy ki¢n an ninh mang theo thoi gian
thuc. SIEM gitp thu thap, tong hop va phan tich dir
liéu tir nhiéu ngudn khac nhau trong hé thdng, bao
gom tudng lira, thiét bi dau cudi, may chi va ung
dung. Nho d6, hé thong c6 thé phat hién sdm céc cude
tan cong mang, dua ra canh bao kip thoi va cung cp
thong tin chi tiét dé xir 1y su ¢6 mot cach nhanh chong,
chinh xac.

Viéc trién khai SIEM gitp cac truong Cong an
nhan dan tang cuong kha nang giam sat an ninh mang
mot cach chu dong va hiéu qua. Thay vi chi phan ung
sau khi xay ra su c6, h¢ thong nay hd trg phat hién
sém cac mdi de doa tiém 4n, tir d6 ngan chan kip thoi
cac hanh vi xdm nhap, tan céng hodc ro ri dir liéu.
SIEM con cho phép phan loai mirc d§ nghiém trong
cua cac sy kién bdo mat, giup cac chuyén gia an ninh
wu tién xtr Iy nhitng nguy co cdp bach nhét, tranh lang
phi tai nguyén vao céc canh béo gia.

Bén canh d6, SIEM con tich hop kha nang tu
dong hoa trong qua trinh xtr 1y su ¢d, giam thiéu sy
can thiép thu cong va ting téc do phan Gmg véi cac
mdi de doa. Khi phat hi¢n mgt hanh vi bét thuong, hé
thdng co thé ty dong kich hoat cac bién phap phong
Ve, chéng han nhu chan dia chi IP dang ngo, cach ly
thiét bi nhiém ma doc hodc giri canh béo khan cip dén
bd phan quan tri. Nho do, cac truong Cong an nhan
dan co6 thé duy tri mot moi trudng mang an toan, 6n
dinh, han ché tbi da rui ro an ninh.
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Ngoai kha nang giam sat va canh bdo, SIEM
con dong vai trd quan trong trong viéc tuan thu cac
quy dinh vé an ninh thong tin. Pac biét, SIEM co thé
tich hop v6i cac cong nghé bao mat tién tién khac nhu
tri tu¢ nhan tao va hoc may dé phat hién céc mau hanh
vi bat thuong mot cach thong minh, nang cao kha
ning phong chdng tan cong mang hién dai [3].

4. Viéc dam bao an toan cho hé thng mang noi
bo tai cac truong COng an nhan dan 13 mot yéu cau
cap thiét nham bao vé thdng tin quan trong va duy tri
hoat dong 6n dinh ctia hé thong. Trudc sy gia ting cla
cac mdi de doa an ninh mang, can cé nhiing giai phap
ddng bo, bao gom nang cip céng nghé bao mat, ting
cuong gidm sat, nang cao nhan thac caa nguoi dung
va xay dung quy trinh phan &ng nhanh truéc su ¢o.

Nghién ciu nay khdng chi gép phan nhan dién
nhitng 16 hong con ton tai ma con dé xuat hudng tiép
can phi hop dé nang cao kha niang phong thu cua
mang noi bo trong mdi truong dac thu cua cac truong
Cong an nhan dan. Viéc trién khai cac giai phap an
toan mang mot cach hiéu qua sé€ giap dam bao tinh
bao mat, toan ven va san sang cua hé théng, hd tro tot
hon cho cong tac giang day, nghién ctu va quan ly
trong nha truong.m
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