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UNG DUNG HE THONG CAM BIEN RADAR KET HQP
CAMERA - Al HO TRQ CONG TAC TIM KIEM,
CUU NAN, CUU HQO CHO NHA KHO, NHA XUONG

Thuong t&4, TS TRAN PUC HOAN
Phé truong Khoa Tu déng va Phuong tién Ky thudt PCCC&CNCH, Truong Dai hoc PCCC
*Tac gia lién h¢: Tran Duc Hoan (hoant34@gmail.com)

Tém tit: Nha kho, nha xwéng la noi c¢6 nguy co vé chdy, né cao, khi xay ra chdy, né, bén canh thiét
hai Vé tai san con c6 nguy co thiét hai vé ngueoi do vdy viéc dam bdo an toan cho nguot lao dong la van dé
cap bach va luén dwoc quan tam hang dau. Cdc phwong phap kiém sodt va phat hién s6 lwong nguoi con lai
trong nha may, xi nghiép khi c6 chdy xay ra hién nay chi yéu dwa vao con nguo, tiém én nhiéu ton tai, han
ché. Bai viét phan tich va dwa ra gidi phdp vmg dung hé thong cam bién Radar két hop véi Camera - AI ho
tro cong tac ciru nan, ciru ho cho cong trinh cong nghiép (nha kho, nha xuwong).

Tir khod: Cam bién radar, Camera AL hé tro, civu nan, ciru hd, céng trinh cong nghiép.

Abstract: Warehouses and factories are high-risk environments for fires and explosions. In the event
of such incidents, there is not only significant property damage but also the potential for harm to workers.
Ensuring worker safety is a critical and urgent concern. Current methods for monitoring and detecting the
presence of individuals in factories and industrial sites during emergencies primarily rely on human
intervention, which presents various limitations. This article examines and proposes solutions for utilizing
radar sensor systems combined with Al cameras to support search and rescue operations in industrial

facilities, such as warehouses and factories.

Keywords: Radar sensors, Al cameras, support, rescue, industrial constructions.

1. Pit van dé

Khi linh vue cong nghiép va chudi cung tmg
tiép tuc phat trién, thi truong nha kho, nha xudng san
xuat dang duge nhiéu nha dau tw nudc ngoai va trong
nuéc quan tim. Theo thong ké tir B Cong thuong
tinh dén thang 8/2023, Viét Nam dang c6 388 khu
cong nghiép c6 téng dién tich hon 100.000ha véi
nhiéu nha kho, nha xudéng cho cac nha dau tu thué dé
dat day chuyén san xuat. Ty thudc vao hang san xuét,
khéi tich cong trinh, phan 16n cac nha kho, nha xuéng
san xut thudc danh muyc co s¢ do co quan Cong an
quan ly dugc quy dinh tai Phu luc II, Nghi dinh )
50/2024/ND-CP ngay 10/5/2024 cua Chinh phu sua
doi, bo sung mot s6 diéu cua Nghi dinh sb
136/2020/ND-CP ngay 24/11/2020.

Khoan 1, DBiéu 5, Nghi dinh 136/2020/ND-CP
ngay 24/11/2020 cua Chinh phu quy dinh diéu kién

an toan vé phong chdy, chira chay (PCCC) ddi v6i nha
kho, nha xuong, cu thé: (1) C6 nodi quy, bién bao, bién
cim, so d6 hodc bién chi din PCCC, thoat nan phu
hop véi cac quy chuan, tiéu chuan PCCC hodc quy
dinh cua B Cong an; (2) Co luc lugng PCCC co s0,
chuyén nganh twong tmg véi loai hinh cua co s¢, dugce
huén luyén nghiép vu vé PCCC va t6 chirc sin sang
dé chira chay dap tmg theo yéu cau chira chay tai chd;
(3) Co phU:O'ng an vé chira chay dugc phé duyet boi
cap c6 tham quyen (4) Hé thong dién, chdng tinh
dién, chong sét, thiét bi sir dung dién, sinh nhiét, sinh
Itra, viéc sir dung nguén nhiét, nguén Itra dam bao an
toan PCCC phu hop véi cac quy chuan, tiéu chuan
PCCC hodc quy dinh cua Bo Cong an; (5) Co h¢
thdng giao thong, thong tin lién lac phuc vu cho chita
chay, hé thong cép nudc, hé thdng quan 1y co so dir
liéu PCCC va truyén tin bao vé su cd, hé théng PCCC,
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ngan chdy, khoi, thoat nan, cac phuong tién PCCC
khac, phuong tién ciru ngudi dam bao sé lugng va
chat luong, phu hop véi cac quy chuin, tiéu chuin
PCCC hoic quy dinh cua B6 Cong an; (6) Co gidy
chirng nhan tham duyét thiét ké, van ban thAm duyét
thiét k& (néu c6) va vian ban chép thuan két qua
nghiém thu PCCC cua co quan Canh sat PCCC dbi
vo1 nha xuong.

Hi¢n nay, ddi v6i nha kho, nha xuong nho chi
can dam bao cac quy dinh vé PCCC tiéu chuin ma
khong can phai c6 thiét ké, thim duyét thiét ké PCCC.
Tuy nhién, d6i v6i nha kho, nha xuéng thudc cong
trinh cong san xuat cong nghiép c6 hang nguy hiém
chay, nd A, B c6 tong khdi tich tir 5.000m?® tré 1én;
hang nguy hiém chay, no C c6 tong khéi tich tir
10.000m® trd 1én; hang nguy hiém chay, né D, E ¢
tong khdi tich tir 15.000m® tro 1én thi phai co thiét ké,
tham duyét thiét ké PCCC (Phu lyc V, Nghi dinh
136/2020/ND-CP ngay 24/11/2020 cua Chinh phu).
Nha kho, nha xuong khi xdy ra su ) chay, nd, bén
canh thiét hai vé tai san con ¢ nguy co thiét hai vé
nguoi, do vay viéc dam bdo an toan cho ngudi lao
dong 1a van dé cip bach va ludn dugce quan tim hang
dau. Cac phuong phép kiém soat va phat hién s6
luong nguoi con lai trong nha may, xi nghiép khi co
chay xay ra hién nay chi yéu dira vao con nguoi, tiém
an nhiéu ton tai, han ché nhu d& x4y ra sai sot do so
suat dong thoi khi ¢6 sy ¢d xay ra con ngudi thuong
rat hoang loan va khong c6 kénh thong tin xuyén sudt
vé s6 luong ngudi da vao/da ra trong khu vic va sb
luong nguoi con bi ket lai trong nha kho, nha xuong.

Mot trong nhiing giai phap phuc vu hiéu qua
cong tac curu nan, ctru hg, tim kiém nguoi con sot lai
khi xay ra tai cac cong trinh cong nghiép d6 1a “Ung
dung hé thdng cam bién Radar két hop Camera - Al
hd tro cong tac tim kiém, ctru hd, cru nan cho nha
kho, nha xuong”.

2. M6 hinh giii phap

M0 hinh hé thong cam bién radar tich hop camera
Al kiém soat vao ra hd tro cong tac tim kiém ctru nan
cho nha kho, nha xuéng. Hé thong bao gdm cac thiét b
cam bién va camera thong minh két ndi qua mang
ethernet, cho phép cung cap dit liéu thoi gian thuc va hd
tro phan tich tinh hinh dé nang cao hiéu qua ctru nan khi
c6 nguoi con mic ket trong nha kho, nha xudng,

*So do tong quan cua hé thong:
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Hinh 1: So d6 tong quan ciia hé thong.

Hé thong bao gém cac thanh phan chinh nhu
sau: (1) Cam bién Radar 24GHz phat hién nguoi c6
chirc nang phat hién va cung cap dit liéu vé vi tri ciia
con nguoi trong diéu kién khoi bui va nhiét do cao;
(2) Camera IP nhan dién khuoén mat 16i vao co chic
nang gidm sat va nhan dién khuén mat cia nhiing
ngudi vao nha may (bao gdm ca nha kho, nha xuéng);
(3) Camera IP nhan dién khuon mit 16i ra c6 chuc
nang giam sat va nhan dién khuén mat cua nhiing
ngudi ra khoi nha may; (4) Camera IP dém ngudi bén
trong nha may cé chirc nang giam sat va dém sé luong
nguoi c6 mat bén trong nha may, nha kho, nha xudng;
(5) Al Box (Hop k¥ thuat tri tu¢ nhan tao) c6 chiic
nang xu 1y nhén dang khuén mat, dém sb nguoi vao,
ra, va s nguoi con lai bén trong nha may; nhan di
liéu phat hién ngudi tir cac cam bién Radar 24GHz;
cong ra man hinh HDMI dé hién thi théng tin thong
ké con nguoi cho Boi Ctiru hd khi xay ra chay. Al Box
duogc st dung trén nén tang phan mém dich vu quan
ly toan bo hé thdng; (6) Ethernet POE Switch c6 chirc
nang 13 trung tdm két ndi va cung cap ngudn cho céc
thiét b trong hé thdng; (7) Ngudn dy phong dam bao
hé théng hoat dong lién tuc ngay ca khi c6 su cd mat
dién; (8) NVR (Network Video Recorder): ghi hinh
va luu trir dir liéu tir cac Camera IP; (9) May tinh cta
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nhéan vién van hanh: ho tro truy cdp va van hanh hé
thng qua mang Ethernet.
* M6 hinh mau khi trién khai san pham:
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Hinh 2: M6 hinh mdu khi trién khai san pham

Hé théng nha kho, nha xudng dugc trang bi hai
cam bién Radar 24GHz dé phat hién ngudi va 02
Camera IP duoc lap dit bén trong. Hai Camera IP c6
nhiém vu nhan dién khuon mat 16i vao/ra lap dat tai
ctra ra vao. Tu trung tdm chira cac thiét bi AI-Box va
man hinh hién thi dit tai phong tryc PCCC. Cac thiét
bi cam bién va Camera két ndi téi ti trung tdm qua
mang Ethernet.

*Tinh toan mo phong dién tich giam sat cua Camera:

Hinh 3: M6 phong tinh toan dién tich giam sat cua Camera IP.

Theo két qua mé phong tinh toan dién tich giam
sat, voi camera IP ¢6 d§ phan giai 1a SMP va géc mo

110 do, mot nguodi cao khoang 1m70, c6 vi tri ding
tai khoang cach 50m s€ thu dugc hinh anh véi @6 phan
giai muc tiéu 26.8ppm, dam bao du dé thuit toan phat
hién va bam sat muc tiéu hoat dong binh thuong.
Tuong duong véi dién tich giam sat 1a 2.500m? trén
mdi camera.

3. Mt s6 yéu cau ciia giai phap

Hé thdng cam bién Radar két hop Camera - Al
hd trg cong tac tim kiém, CNCH cho cdng trinh cong
nghiép c6 yéu cau vé thiét bi phn cimg va phan mém,
cu thé:

- Thiét bi phan cung:

(1) Camera IP c6 chirc nang nhan dién khuon
mit: 02 camera IP tai 16i vao va 16i ra v6i do phan giai
2MP va goc mé 90 do, dong thoi sir dung 02 camera
IP goc rong d6 phan giai SMP bén trong nha may dé
dém sd nguoi tai cac khu vue quan trong.

(2) Cam bién Radar 24GHz: dugc dit trong nha
may dé phat hién ngudi trong diéu kién khoi bui va
nhiét d6 cao. Cam bién c6 géc mé 60 do va tam hoat
dong 1én té1 15m.

(3) Al Box: xtr Iy nhan dang khuén mat, kha
nang xr 1y tir 04 - 16 Camera dong thoi. Al Box ciing
s& nhan dir ligu tir cac cam bién radar vai s6 lugng t6i
da 1én t6i 256 cam bién.

- Thiét bi phan mém:

Phan mém cho hé théng cam bién Radar va
Camera Al dong vai tro quan trong trong viéc gidm
sat, diéu khién va xur ly dir ligu. Phan mém cia hé
théng bao gdm 03 thanh phan chinh:

(1) Phan mém nhiing tai cam bién va Camera
Al: dugc tich hop truc tiép trén cac thiét bi cam bién
Radar va Camera Al, chiu trach nhiém thu thap, xtr ly
dir liéu so bd va truyén tai thong tin t6i hé théng dich
vu. Cac chirc nang chinh bao gdm: phin mém nhing
hé diéu hanh thoi gian thuc (RTOS) cho cam bién
Radar, doc tin hi€u phat hién con nguoi va ap dung
cac thuét toan xtr 1y tin hiéu, loc nhiéu, truyén két qua
vé Al-Box. Phan mém nhung Linux cho Camera Al,
sir dung cdc md hinh hoc may va Al dé phat hién va
bam sat chuyén dong ciia con nguoi, phat hién khuon
mat va truyén vé AI-Box déng thoi nhan va cai dat
cac ban cap nhat phin mém tu dong tir hé thong dich
vu dé duy tri hiéu suat va tinh ning mé&i nhat. Dong
thoi, phan mém xtr 1y Al duoc trién khai trong Al-
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Box, dong vai tro trung tam xu 1y dir liéu nang cao va
phan tich thong tin tir cac thiét bi cam bién va camera
Al bao gdm: nhén va phan tich dit liéu thoi gian thyuc
tir cac cam bién Radar; str dung cac mé hinh hoc may
va Al dé nhan dang va so khop khuon mat; tich hop
dir liéu tir nhidu ngudn cam bién va camera dé cung
cip thong tin tong hop vé sd ngudi con lai bén trong
nha may va giam sai s6 phan tich.

(2) Phan mém dich vu (Backend Service): chiu
trach nhiém xu 1y, luu trit dit liéu va cung cip API
(Application Programming Interface — Giao dién lap
trinh ing dung) cho céc Gng dung khac. Cac chic
ning cu thé bao gdm: quan 1y thiét bi (ding ky, cdu
hinh va giam sat trang thai hoat dong cta cac thiét bi
Camera IP, Sensor Radar 24GHz, Al Box va cac thiét
bi khac; cap nhat Firmware va quan ly cAu hinh tir xa
cho céc thiét bi); xur 1y va luu tri dir li€u (thu thap dir
liéu tir cac camera va cam bién, bao gém hinh anh,
video va thong tin phat hi¢n nguoi; luu trir dir lidu
theo cu truc dé dang truy xudt va phan tich; quan 1y
co s¢ dit liéu chira thong tin vé nhat ky hoat dong, su
kién va bao c4o); cung cap API (xdy dung API dé cac
mg dung khéc co thé truy cap dit liéu va diéu khién
hé théng; dam bao tinh bao mat va hiéu suét cao cho
API, phuc vu nhu cau truy cap thoi gian thyc).

(3) Phan mém diéu khién (Frontend): la giao
dién nguoi dung, cho phép nhan vién van hanh hé
thong giam sat va diéu khién cac thiét bi tai chd va tir
xa. Céc chtrc nang chinh bao gdom: giao dién giam sét;
diéu khién thiét bi; quan ly nguoi dung va phan
quyén; bao cao va phan tich; hd tro da ngdn ngir.

Tuy thudc vao dién tich ctia nha xudéng ma hé
thdng s& duoc thiét ké dé dap tmg duoc yéu cau cua
ngudi st dung bao gdm: bd sung thém cac thiét b
camera, cam bién Radar va Al Box ma khong can
thay ddi céu trac cua hé théng hién tai.

4. Két luan

Bai viét dd phén tich va dé xuit xay dung duoc
mo hinh giai phap ing dung hé thong cam bién radar
két hop Camera - Al ho trg cong tac tim kiém, CNCH
cho nha kho, nha xuong dap tmg yéu cau thyc tién
cua lyc lugng Canh sat PCCC&CNCH trong tinh
hinh hién nay. Giai phap dugc xay dung dya trén nén
tang ciu trac, dac diém cta cam bién Radar, Camera

va Al-Box dé c6 thé nhéan dién va tinh todn duge s6
lwong ngudi vao/ra va sd lugng ngudi con sot lai
trong nha xudng, co sé san xuit theo thoi gian thuc
giup cho luc lugng chirc nang c¢6 thém can ctr, co s&
dé tinh toan giai phap CNCH cho ngudi con méc ket
trong cac cong trinh céng nghiép giam thiéu téi da
thiét hai vé ngudi khi c¢6 su ¢ chay, nd xay ra.m
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